Abstract Citizen Science projects are initiatives in which members of the general public participate in scientific research projects and perform or manage research-related tasks such as data collection and/or data annotation. Citizen Science is technologically possible and scientifically significant. However, as the gathered information is from the crowd, the data reliability is always hard to manage. Data reliability issues are significant to the domain of Citizen Science due to the quantity and diversity of people and devices involved. Participants may submit low quality, misleading, inaccurate, or even malicious data. Therefore, finding a way to improve the data reliability has become an urgent demand. This study aims to investigate techniques to enhance the reliability of data contributed by general citizens in scientific research projects especially for acoustic sensing projects. In particular, we propose to design a reputation framework to enhance data reliability and also investigate some critical elements that should be aware of during developing and designing new reputation systems.
Introduction
Global environmental change causes new security threats of the biodiversity posed by desertification, water stress, climate change, population growth, and urban development (Mun et al. 2009 ). Many scientists are trying to preserve biodiversity, and the interrelated and complex environmental effects of climate change present them with multifaceted problems requiring innovative solutions. The extinction rates are estimated up to 1,000 times the natural growth rate, thus monitoring the effects of climate change on the biodiversity is becoming significantly important (IUCN 2011) . Using traditional manual methods to conduct biodiversity monitoring at large spatiotemporal scales is expensive, time-consuming, and ultimately fails to provide timely observations for scientists to analyse (Underwood 1994) . Therefore, it is necessary to find a new way for biodiversity monitoring, and deploying the acoustic sensors in environmental areas is one common approach. Acoustic sensors have the potential to play an important role in expanding the traditional biodiversity monitoring activities carried out by ecologists and conservation biologists (Gage et al. 2001; Penman et al. 2005; Porter et al. 2005) . They can be deployed for extended periods of time, across large areas, continuously and objectively recording the audio data of the environment. Scientists can then analyse the collected audio data to determine vocal species which are present in the recordings.
Acoustic sensors can remain deployed across large areas and record the audio data in remote areas for extended periods of time (Acevedo and Villanueva-Rivera 2006) . With these advantages, acoustic sensors can collect huge amount of raw sensing data. However, not all parts of the data are useful. For example, scientists are not interested in analysing the silent parts of the recordings. Actually, scientists only expect to gain the species, population, and distribution information in the raw sensing data. Thus, the raw sensing data must be pre-processed, filtered, and analysed to provide scientists the information they require. Currently, many eScience research projects are focusing on developing automated approaches to pre-processing acoustic sensing data. Nevertheless, fully automated analysis for the complex acoustic sensing data is still a significant challenge (Wimmer et al. 2010; Acevedo et al. 2009 ).
Citizen Science is an approach to undertaking scientific projects by recruiting volunteers (participants), many of whom may not have specific scientific knowledge, to contribute and perform in research-related tasks. It can offer a potential solution for analysing large amount of sensing data and collecting the useful data, therefore it is suitable to be applied in eScience projects (Burke et al. 2006; Goldman et al. 2009; Galaxy Zoo 2010) . In fact, participants can manually analyse large amount of complex data that may be difficult to analyse computationally (Galaxy Zoo 2010) . The inherent complexity of acoustic sensor data analysis lends itself to use the power of Citizen Science which can take advantage of large numbers of participants who can collectively analyse large volumes of data. Citizens can also gain useful information and knowledge from the scientific projects they participated. However, same as other Citizen Science projects, the quality and reliability of the data contributed by participants are always questionable (Abdulmonem and Hunter 2010) .
In the last couple of decades, we experienced the phenomenal growth of the Internet, together with the fact that computers have become a commodity nowadays that led to a widespread public acceptance of this instrumentality. There are a lot of reasons why people want to connect to the Internet, and the most common motives are getting access to information, communicating interactively with others and trading goods (Vromen 2007) . Indeed, there is no doubt that we are able to gain masses of information in different kinds of domains, ranging from purely basic information, such as which party is currently holding the reins of the government, to more critical areas, for instance, stock exchange data. In all these domains, especially in the critical aspects, users expect correct and valid information. Therefore, the user has to determine whether the information or its provider is trustworthy. On the other hand, providers need to provide convincing information (Norman 2009 ), if they expect to achieve their desired purpose through the data they published, like some companies publish the information of their products to get online buyers. In Citizen Science projects, every participant can be not only a user, but also an information provider, and of course, each organizer played the same role (Paxton and Benford 2009) . As the gathered information is from the crowd, the data quality and reliability are always hard to manage. There are many ways to manage data quality and reliability, and reputation management is one of the common approaches. Reputation systems have been used to solve the uncertainty and improve data quality in many marketing and E-Commerce domains, and the commercial organizations which have chosen to embrace the reputation management and implement the technology have gained many benefits from them (Houser and Wooders 2006) . It will be advantageous to have the reputation management metrics for reliable and effective information retrieval (Chen and Nayak 2012) . The concept of reputation management is relatively new to the majority of Citizen Science, and the data reliability issues are significant in this domain. Hence, research which explores the advantages of reputation will help to increase awareness among organizations that are unacquainted with its potential benefits.
To illustrate the potential of reputation management in Citizen Science projects, this study investigates some institutions, such as eBay, Amazon and Coral Watch. The findings which have resulted from these case studies will be applied or adapted to Citizen Science projects. The results of this research will inspire a novel way to improve the data reliability in Citizen Science. The contribution of this paper is (1) to design a novel framework for calculating reputation information; (2) to investigate some critical elements one should be aware of during developing and designing new reputation systems; and 3) to enhance the data reliability and to incorporate expertise, data quality, credibility, and certainty in reputation metrics.
Literature review

Citizen Science
Citizen Science is scientific research conducted by general citizens or so called citizen scientists. Formally, Citizen Science is defined by OpenScientist (http://www.open scientist.org/) as ''the systematic collection and analysis of data; development of technology; testing of natural phenomena; and the dissemination of these activities by researchers on a primarily avocational basis''. Citizen Science projects are initiatives in which members of the general public, many of whom may not have specific scientific training, participate in scientific research projects and perform or manage research-related tasks such as observation, measurement, or computation.
Crowdsourcing, Citizen Science and Participatory Sensing
Crowdsourcing is the act of taking a task traditionally performed by an employee or contractor and outsourcing it to an undefined, large group of people in the form of an open call (Davis 2011) . Since it broadcasts the problemsolving and production tasks to the crowd, many benefits can then be generated, such as (1) problem-solving and production tasks can often be explored quickly at comparatively little cost; (2) the big task can be broken down into smaller and more focused pieces; and (3) the targeted task may have more experts to participate and contribute. As many organizations and communities have gained the benefits from Crowdsourcing, many researchers have applied it in the science area. In recent years, collaborations between crowd and scientists are more and more common, and this notion or so called Citizen Science has the potential to broaden the research scope and strengthen the ability to gather scientific data (Yu et al. 2010) . Citizen scientists can act as research assistants in scientific projects. The use of Citizen Science networks sometimes allows scientists or researchers to complete research objectives more effectively than the other possible ways because volunteers are pro-actively involved in the process of scientific projects. Although they have no adequate professional training and scientific expertise, they still can perform or manage some research-related tasks, such as measurement and observation. Galaxy Zoo is a classic example of this approach, with over 250,000 active users helping to manually classify galaxy types according to their shapes (Galaxy Zoo 2010) . Galaxy Zoo provides users with initial identification training and testing and then provides an interface for classifying galaxies, deferring the final complex analysis task to humans. Identification of the same galaxy by multiple users ensures consistency and accuracy. The astronomers and members of Galaxy Zoo can manually classify the morphology of one million galaxies in less than 3 weeks. Therefore, a resembling annotating system which allows the public to contribute to biological annotation could be powerful if presented properly. Since the data of Citizen Science projects is contributed by volunteers and most of them have little or even no scientific training, the quality of contributed data is always not guaranteed. To overcome this, some Citizen Science projects apply the concept of reputation management to categorize contributors and use the results of subsequent human analysis tasks to assess the credibility of contributors (Burke et al. 2006; Huang et al. 2010; Reddy et al. 2008) .
Participatory Sensing is a kind of Citizen Science, and it focuses more on recruiting volunteers to help with collecting environmental data. Therefore, in recent years the deployment of sensor networks is tending to use the concept Participatory Sensing, because many scientists and researchers have recognized its potential and have attempted applying it in many areas (Mohan et al. 2008; Thau et al. 2009 ). They propose to utilize mobile phones as sensing devices, this means that people can use their mobiles to collect information and develop maps and comprehend patterns of human movement, traffic, pollution, and environment. It is a revolutionary new paradigm that allows citizens to voluntarily sense the environment data by using their mobile devices, and share this information through Internet communication infrastructure. This notion offers the opportunity for individual citizen to participate, share, and voice (Lane et al. 2008) . Participatory Sensing builds upon a large-scale project where citizens act as agents of information acquisition, modification and update. Hence, it promotes kind of new styles and methods for individual citizens to become proactive in their involvement with their city, urban living and environment.
Advantages of Citizen Science
The rapid decline in cost of sensors, bandwidth and storage expand the size of data sets; therefore, traditional modes of research have struggled to cope. Indeed, machine learning and computing are able to solve some of the slack, but they cannot always replace human abilities adequately. For example, humans' abilities of pattern recognition can perform better results than machine in most instances (Jain et al. 2000) . In the early years, researchers were able to cope with the data flood by recruiting students and willing collaborators. However, in many fields this proved to be only a stopgap; hence, a much larger workforce is needed. Fortunately, the rapid spread of Internet and mobile technology provides a means of reaching a much larger audience, willing to contribute their time to scientific projects. This method of involving the public is so called Citizen Science. Citizen Science is an approach which broadens the definition of the expert and engages public to collect data, ask questions, and seek evidences for decision-making while supporting scientific research (Horlick-Jones 1997; Dickinson et al. 2010; Bonney et al. 2009 ). Adopting Citizen Science has several advantages, for instance:
1. It has the ability to cope with extremely large data sets and reduces the time spent. For instance, in its first 3 months Galaxy Zoo provided the same number of classification as a researcher working the clock round for two and half years (Lintott et al. 2008 ). 2. It can create the capacity for research at a broadly ambitious scale as compared with localized volunteerbased research projects or research projects that bring supervised participants to specific locations (Cooper et al. 2007 ). 3. It enables extensive data collection. Abdulmonem and Hunter (2010) stated that ''Citizen Science can also play an important role in reducing costs associated with research projects and the development of more comprehensive data collection.'' 4. It can be a powerful tool for both formal and informal education (Cooper et al. 2007) . Participants who interact with scientific projects are not only contributing data, but also learning from the information scientists provided. For example, exercises developed for Barbara Hardy Institute Citizen Science projects are introducing children to animal classification, wildlife observation, collecting data and collating results. 5. It leads to increased public awareness of environmental and scientific issues, urban involvement, and improvement in the skills of decision-making (Galloway et al. 2006 ). 6. It has the ability to collect more data than traditional sensor network. The pervasive computing of the embedded networked sensing has successfully shifted from the laboratory to the environment (Cuff et al. 2008) . Ubiquitous computing has involved mobile phones because it can be used as passive sensors that can silently collect, exchange, and process information all day long. Estrin (2010) stated that these gathered data can be used to develop maps and comprehend patterns of human movement, traffic, pollution and environment. It is a kind of distributed data collection and analysis process that traversing the personal and environmental scale.
Challenges in Citizen Science
Although adopting Citizen Science can provide a lot of advantages, some challenges still have to be overcome. The fist challenge is how to motivate participation. Nov et al. (2011) recommended the initiators of Citizen Science projects to focus their recruiting and retention efforts on motivational factors. For instance, why and how will citizen be motivated to participate? How to increase participants' commitment to the project and its goals? One possible way to solve such problem is to develop game-like contribution channels. Foldit is one of the examples. It is a Citizen Science project which provided a multiplayer online game platform for citizen scientists to compete by folding proteins into a chemically stable configuration, and such interactive multiplayer game is able to motivate participation (Cooper et al. 2010) . The second challenge is how to provide network coordination services. Such services should enable applications to efficiently select, motivate willing, and recommend suitable participants based on the campaign' measures of coverage, capabilities and interests. In most Citizen Science projects, gathering targeted data is coordinated across a potentially huge number of participants over wide spans of time and space (Reddy et al. 2008) . However, each project has its unique campaign challenges to measurement and evaluation, for instance, distributed and targeted efforts to gather data. Therefore, there is a need to attach great importance to recruit suitable participants.
Attestation and data credibility is another challenge ). The Citizen Science project should provide a system which can enable participants to regulate their own privacy and participation. A related approach that can tackle the challenge of verifying context has been proposed. This approach is to maintain the participants' privacy by combining context with the time and location, and it is able to increase the difficulty for attackers to modify the tagged data (Lenders et al. 2008) . However, there are still many challenges to surmount such as verifying validity of samples, verifying human contributions, and providing reputation scores for participants.
Participants' identity and privacy is also a challenge. Nowadays, people increasingly generate content on their mobile devices and upload it to third-party services, such as Facebook, Plunk and Google Latitude for sharing. Although these services are convenient and useful, their use has important privacy implications due to their centralized nature and their acquisitions of rights to usercontributed content (Romer and Mattern 2004) . In Citizen Science, these concerns should also be paid attention to. Hence, selective sharing and participatory privacy regulation should be used to tackle identity and privacy challenges. Participatory privacy regulation mechanisms should be created for data contributors to control what data they want to share.
Data transport is one challenge that needs to be faced especially in Participatory Sensing domain. Currently, mobile phones connect to the Internet through the GSM, GPRS, 3G and HSDPA cellular network, and sometimes also through inbuilt 802.11 interfaces (Dong et al. 2008) . The data transport establishes a TCP/IP connection with the central server, and this connection is using the underlying access technologies. Howie (2005) explained that the transmission system was designed to authenticate the user by using the challenge-response authentication and preshared key (PSK), and the communications between the mobile phone and the base station can be encrypted. Although this transport architecture offers confidentiality and authentication, the capabilities of authorization are limited and non-repudiation concept is not involved. Also, the authentication may still meet some unavoidable difficulties because of the one-way authentication-only the Internet can authenticate the user.
Moreover, the main challenges in Citizen Science lie in the data reliability domain (Abdulmonem and Hunter 2010; Reddy et al. 2010) . Since the gathered data are from the crowd, the data reliability is always questionable. Therefore, it is necessary to solve this problem.
Trust and reputation management
Trust is the major element in any community because we experience and rely on it every day. However, to define trust is quite challenging since has many different forms, and this causes research in trust management becomes extremely interdisciplinary. Trust involves networking, communication, information systems, data management, service computing, e-commerce, and social sciences (Liu and Shi 2010) . In Internet and social computing, it has played and will keep playing a major role in the future.
Overview of trust management
In virtual organizations, trust plays an important role since it can enable people to tackle the uncertainty caused by others or the business requirement. Business requirement seeks to make its related services openly available to potential clients, and this will enlarge the risk of attacks. Also, as the Internet becomes pervasive in our lives, the issues of trust have increased dramatically from face-toface communication to online trust-building. With the emergence of information sharing being common through the Internet, trust becomes the key intermediary and facilitator in building, establishing and maintaining the virtual relationships (Ibrahim et al. 2007 ). However, Ruohomaa and Kutvonen (2005) stated that ''there is no central authority to provide support for traditional authentication for a rapidly changing actor base, making sensible authorization decisions concerning new, previously unknown partners is difficult'' (p. 77). Moreover, if the policy and access control settings are updated manually, the overall tasks will become heavy and laborious. Therefore, trust management has to provide a foundation for generating better authorization decisions. Josang et al. (2005) defined trust management as ''The activity of creating systems and methods that allow relying parties to make assessments and decisions regarding the dependability of potential transactions involving risk'' (p. 96). Trust management is a popular concept in the Internet territory, this is because it can raise and implement information security, such as access control policies. Hence in information technology, trust management can be stated as an abstract system that processes trust, or more specifically, it can assist the automated verification of actions for security policies (Blaze et al. 2003) . Etalle et al. (2007) conducted two broad concepts of trust management which are rule-based and reputation-based trust management. The rule-based trust management involves two aspects:
1. Credential chain discovery The central topic in rulebased trust management is to find chains of credentials (certifications), and it is highly related to the decisions on the storage location of credentials. 2. Trust negotiation It relates to the issue of protecting credentials. Credentials should not be automatically exposed to anyone who asking credentials, but have to identify the asker's authority first. The mechanism to avoid unwanted exposure of credentials is called trust negotiation.
In this concept, all actions of data transport are allowed if sufficient credentials can be demonstrated. This is irrespective of the actual identity, but it separates representation (symbolic) of trust from the actual person. It can be simply illustrated through the student ID card. Each student owns a card that entitles her/him to enter the faculty. This student card acts as a symbol of trust, stating that the holder of the student card has paid for tuition fees and is entitled to access. However, once the student card can be transferred to someone else, the trust is transferred in a symbolic way. At the faculty, only the student card will be checked, not the identity of the holder.
The rule-based trust management focuses on the policy of credentials matching, but the history of human's actual behaviour is not considered. Hence, it is essential to take the reputation-based trust management into account in Citizen Science, because reputation management is able to help organizers with identifying and avoiding inappropriate or even malicious participants. The reputation-based trust management is an important element which can naturally sustain to build trust between participants and organizations. Its role is to collect, distribute and aggregate recommendations (feedbacks) from participants' past behaviour (Ruohomaa et al. 2007 ). It can also minimize the damage and threat of dishonest or manipulative behaviour, and protect Citizen Science-related systems from possible misuses and abuses.
Basic procedure of trust management systems
Ruohomaa and Kutvonen (2005) members, and this information may include others' ratings and comments about the competence and reliability of a member. However, some challenges of the reputation system still have to overcome, such as dishonest and unfair feedback. Tackling collaborative dishonest and unfair feedbacks in the reputation system has been recognized as a weighty but laborious issue. This issue becomes a significant challenge when the number of fair feedbacks is relatively slight and dishonest feedbacks contributes large portion of the overall reputation information. Moreover, the lack of dishonest and unfair feedback data from community's members is another challenge toward realistic evaluation of trust management systems (Yang et al. 2009 ).
Another challenge in reputation system is the principles of reputation statements are not understood similarly by all organization members or the principles are not comparable. For example, if a reputation statement represents trust or reputation as a single numeric value in a scale of 1-10, some members may think the number ''5'' is still trustworthy but others may have different definitions. 2. Observation After initializing a trust relationship, the task set moves to identify different means to observe the participants' behaviour. In this step, the active member of an organization acts the main role. In a trust management system, the intrusion detection system (IDS) can be used in observing participants. Patcha and Park (2007) defined that the traditional IDS is a software application that can monitor system activities or network traffic for policy violations or malicious actions and then report to a system. IDS can benefit the trust management system if it adds the active members' observation in the report, because this can provide more depth to the analysis. Basically, intrusion detection can be divided into two main approaches which are anomaly detection and misuse detection (Ruohomaa and Kutvonen 2005) . The first approach, anomaly detection, often models normal behaviour first through the experience which is gained in the period of observation (Chandola et al. 2009 ). Moreover, it also considers the potential signs of abnormalities in an attack. On the contrary, the approach of misuse detection is to define abnormal behaviour first, and then other behaviours can be defined as normal behaviour (Patcha and Park 2007) . Comparing with the anomaly detection which is detecting previously unseen behaviour in general, the specifications of the abnormal behaviour which are defined by the misuse of detection are less likely to produce false judgments. However, it is still a challenge to keep the specifications up to date, because it can only detect the known attacks.
3. Evolving reputation and trust This step stands as the most important part of a trust management system. The user's reputation is updated based on their previous actions, and this information can be used and sent as recommendations to other communities. Then the user's reputation information can be used for adjustment of the trust estimate. This reputation information should include explicit measurement of all members and something implicit, such as the history of participants or who trusts them. The trustworthiness of the people who trust someone can provide one metric of trust that is transitive. For instance, if person A trusts B, and person C trusts A, then that might affect how C measures B's trustworthiness. However, this kind of information is real complicated while the community involves a large cluster of participants.
The evolution of measuring reputation and trust is still growing, and it is always reflected and influenced by a human reality-not all people think of trust in the same way. In addition, if the repositories are having a lot of trust information, it would generate more trustworthy recommendation to the community. However, there are some competitions that need to strive, such as the trust information should be able to move from one community to another. As the reputation of members is updated based on their behaviour, trust information about the changes then can be transferred to reputation systems traversing larger communities. For instance, some communities use the local reputation system to estimate a new member's initial reputation. Also, the trust information from one community can be used to update and adjust the reputation of a member in the targeted community, and it requires the member's identity to be recognized in both communities. Furthermore, transferring the trust information may require the need for interchange criteria and ethical rules while requesting the release of trust information.
Current reputation models
There are three main types of reputation models, which are summation and average based, discrete trust models, and Bayesian frameworks (Reddy et al. 2010 ):
1. Summation and average based It aggregates the ratings and the overall single reputation score is calculated by summing or averaging. The most well-known summation system is eBay and ratings in this system are represented by numeric rating, that is, 1 (positive), 0 (neutral) and -1 (negative). The total ratings of a target are added together to represent the target's final reputation score. Similarly, Amazon aggregates the ratings but it instead uses averaging and relies on its ''star rating'' system that ranges from 1 (poor) to 5 (excellent). These models are easy to understand and follow because the reputation is represented by a single number. However, such models only provide a primitive view on the target's performance and the positive/ negative ratings are always be covered while many negative/positive ratings exist in proportion. 2. Discrete trust models These models use discrete labels to represent the reputation (Blaze et al. 1996; AbdulRahman and Hailes 2000) . For instance, Slashdot, the technology-related news website, uses ''Karma'' for the name of reputation value and tiers the value to terrible, bad, neutral, positive, good, and excellent. By using discrete labels, users can quickly determine a meaning for a reputation measure. Nevertheless, it is not mathematically tractable; thus, there is no method to determine reputation confidence. 3. Bayesian frameworks Reputation models based on Bayesian frameworks and the reputation value is depicted as probabilities in [0, 1]. These models have been popular for peer-to-peer networks and sensor systems, and they rely on ratings either positive or negative, and use probability distributions such as Beta distribution to come up with reputation scores. Reddy et al. (2010) stated ''The confidence in this score is captured by analysing the probability that the expectation lies within an acceptable level of error'' (p. 143). Josang et al. (2005) stated that, ''The important role that trust plays for online interaction has resulted in the emergence of trust management as a new research discipline in the intersection between sociology, commerce, law and computer science'' (p. 94). In fact, current trust management systems in Citizen Science always focus on security and access control domain (rule based) and decisionmaking realm (reputation based). We will only discuss the reputation-based trust management in this chapter since we plan to use reputation management to improve data quality and reliability.
Trust and reputation management in Citizen Science
Trust and Citizen Science
Currently, networks of mobile phones have become a substrate that can support the public to contribute towards data collection and dissemination. Shilton et al. (2008) stated that ''processes of the natural and built environments, sensing by the public through the organized use of mobile technology presents significant technical and ethical challenges'' (p. 1). In general, organizations always need to recruit capable, suitable and sufficient number of participants in order to implement their Citizen Science projects successfully. However, recruiting sufficient number of participants is often the initial obstacle. All citizens are currently living in a ''trust deficit'' communications environment (Brogan and Smith 2009) . In fact, we no longer have confidence in anything that is outside our circle of friends, and are antagonistic to those persons or things that appear to have ulterior motives. There are several approaches to overcome this obstacle, such as motivating participants with rewards, triggering participants' interests, or building a trust relationship. Building a trust relationship is a very important factor for any organization, because trust is the key element in the decision-making processes of any network. Roman et al. (2007) noted that ''one of the main reasons for the existence of trust management systems is uncertainty, that is, when the outcome of a certain situation cannot be clearly established or assured'' (p. 2). Such uncertain resources originated from ''information asymmetry'' and ''opportunism'' (Srinivasan et al. 2006 ).
Information asymmetry
This problem is when the organization does not have information regarding participants that can allow the organizer to know in advance how a participant is going to behave in the campaign. While the organizer chooses a participant to contribute in the campaign, this participant is anticipated to be fully collaborative. However, participant's behaviour is always an uncertain concern. Thus, trust management system in Citizen Science becomes an important tool for securing a campaign operation, allowing the organizer to avoid dubious people and to choose capable and suitable participants. 2. Opportunism This problem always occurs while transacting (information sharing) partners have different goals. This might not be a problem in Citizen Science, since all the participants of the campaign work towards the same goal, and thus participants may not have reasons to behave egoistically. However, it is necessary to take note of the formation of human's perceptions about propensities towards opportunism (selfishness). Therefore, participants' potential opportunism should still be taken into account to build trust.
Related works
In the Centre for Embedded Networked Sensing (CENS), reputation management is applied into their recruitment framework to enable organizers to identify well-suited participants for data-collecting tasks. The framework is based on spatial and temporal availability as well as participation habits, and it contains coverage-based and participation and performance-based recruitment. The process Reputation modelling in Citizen Science 425 of recruiting participants for their Participatory Sensing campaigns is analogous to recruiting participants in nonvirtual environments. Participants for their campaigns must meet minimum requirements on availability and reputation. The requirements of reputation contain ''measures of sampling likelihood, quality, and validity over several campaigns or by campaign specific calibration exercises'' (Reddy et al. 2010, p. 141) . Their reputation model is Bayesian frameworks due to the fact that they concentrate on participation likelihood which related to probability distributions. Moreover, they adopt the Beta distribution for the reputation measurement because ''it can be stored and updated efficiently, estimate stochastic and epistemic uncertainty, and have features such as aging added on top easily'' (Reddy et al. 2010, p. 146) . By calculating the expectation of the Beta distribution, the reputation of the targeted participant can then be figured out. Another related work is Coral Watch which is built on a research project at the University of Queensland (Abdulmonem and Hunter 2010) . In their system, they apply and extend the reputation model developed by Golbeck (2009) to calculate reputation and also compute an inferred trust value using the TidalTrust algorithm (Golbeck 2005) . They calculate reputation by weighting and aggregating a combination of the following attributes: (1) direct rating between members; (2) inferred ranking or measure of trustworthiness; (3) direct rating of observations and surveys; (4) the contributor's role and qualifications; (5) the quality of past data that the volunteer has contributed; (6) the extent of training programmes that the volunteer have completed; (7) amount of past data contributed; (8) frequency and period of contributing (Abdulmonem and Hunter 2010) . Moreover, the TidalTrust algorithm which they used for generating inferred trust is calculated between user s and user m in a set of selected members S as below: t sm ¼ P i2S t si t im P i2S t si t si is the trust between user s and user i, and t im is the trust between user i and user m. Once trustworthiness metrics for both users and surveys are calculated, the calculating results will be used to filter, query and present methods that weight data based on quality and reliability.
The reputation framework
The data reliability issues of Citizen Science have been tackled by many different reputation management approaches as described in Sect. 2. Generally, the reputation of participants in scientific projects has been used in two aspects-to solve the uncertainty, such as CENS, and to motivate participants, such as Coral Watch. However, Nov et al. (2011) have proved that ''the reward motives of reputation and social interaction did not seem to play an important role'' (p. 71). Therefore, this study aims to use participants' reputation to solve the uncertainty. In particular, reputation is treated as a kind of supporting information for organizers' decision-making while deciding which data to use or which person to recruit.
The data quality issues of Citizen Science and Participatory Sensing have been tackled by many different reputation management approaches as described in Sect. 2. Generally, the reputation of participants in scientific projects has been used in two aspects-to solve the uncertainty, such as CENS (Reddy et al. 2010) , and to motivate participants, such as Coral Watch (Abdulmonem and Hunter 2010) . However, Nov et al. (2011) have proved that ''the reward motives of reputation and social interaction did not seem to play an important role'' (p. 71). Therefore, this project aims to use participants' reputation in solving the uncertainty issues in Citizen Science projects. In particular, reputation is treated as a kind of supporting information for organizers' decisionmaking while deciding which data to use or which person to recruit.
Requirement analysis
In current reputation systems, the computation of trust and reputation normally considers three types of information: past action of the targeted participant, participants' opinion of others, or a combination of both. The consideration of different information resources will cause different procedures of implementation of the reputation system. Wang and Zhang (2008) stated that ''Trust is mainly a social phenomenon'' (p. 415). Through the most well-known online reputation systems, eBay, it seems that computing both past action and others' voting can gain better outcomes (Houser and Wooders 2006) . Moreover, Delaney et al. (2008) found that personal information such as education could be a highly significant predictor of the participants' ability to correctly identify the species. Therefore, the design of the reputation model for Citizen Science in acoustic data analysis should be based on indirect and direct measures of reputation, coupled with personal information to help enhance data quality and reliability.
• Direct reputation (DR) The sources come from previous data quality records and participants' past performance. Such reputation information should be regarded as the most trustworthy support, because it does not involve any subjective concerns and may not be masqueraded.
• Personal information (PI) When participants join the Citizen Science-related organization for first time, they normally need to complete a personal information form. This form may request the information about name, gender, location and education, etc. Although participants may not provide the actual personal information, organizers still have to assume such personal details are trustworthy when there is no other support information available.
• Indirect reputation (IR) This kind of reputation information includes community trust and organizer's trust, and all these information are subjective. Thus, indirect reputation should be seen as the resources which can support direct reputation. Indirect reputation, or socalled annotation acquisition, is generated by all participants. Hsueh et al. (2009) comment that annotation acquisition is able to generate a great assistance for supervised information management.
Although the basic idea of Citizen Science is to recruit general citizens to contribute their abilities to analyse or gather data, sometimes the number of volunteers available is very limited. Moreover, if huge amount of data is collected, there may not have enough analysts to process whole collected data. Thus, organizers and analysts will randomly recruit participants or follow their subjective thinking to select part of the collected data to process. Srinivasan et al. (2006) address a problem called ''information asymmetry''. It means that the organization does not have information regarding participants that can allow the organizer to know in advance how a participant is going to behave in the campaign. When the organizer chooses a participant to contribute in the campaign, this participant is anticipated to be fully collaborative. However, participant's behaviour tends to be uncertain. Therefore, the research should consider direct reputation, indirect reputation and personal information as the requirements for the reputation framework to provide support information for organizers.
Basic reputation model and calculating approach
We aim to implement the designed reputation framework in the MQUTeR Acoustics system (http://sensor.mquter. qut.edu.au). Currently, the MQUTeR Sensor Network Research Team has deployed many sensors in natural environments in selected ecological sites in Australia to collect acoustic data which will be later analysed by ecologists with tools. Since the amount of collected data is exceedingly huge, there are not enough ecologists and automated tools to process the raw data. Therefore, it is necessary to recruit participants to do the pre-processing tasks such as species tagging. However, due to the unavoidable problem of Citizen Science, there is a need to frame a reputation framework to improve the data reliability. Based on the literature and requirements analysis in Sect. 3.1, a basic reputation model (Fig. 1) is designed.
The basic reputation model covers three domains (DR, PI, and IR). By following our experiences and also related literatures, we select some attributes that can be easily obtained and are able to represent the targeted domain appropriately. Table 1 shows the selected attributes which are considered in the experiment.
To describe the reputation framework well, we use mathematic symbols to express a formula or to replace a constant. Table 2 lists all symbols and abbreviations used in this manuscript.
The database of MQUTeR Acoustics analysis system has some species calls which have been annotated by ecologists. We chose such pre-processing records for participants to do the annotation tasks in the experiment. We designed to use performance scores and initial scores to obtain the reputation scores. The basic calculating model is illustrated in Fig. 2 .
Some attributes involve qualitative value and it is necessary to convert such values into quantitative values. Therefore, to gain the quantitative representation of the qualitative values in an attribute, we sort variables according to its corresponding average performance from worst to best. All variables are considered as continuous uniform distribution, i.e. all intervals have the same length. Suppose there are M(A n ) variables in an attribute and have been sorted from 1 (worst) to M(A n ) (best). The value of the bth variable is set to:
In such attributes, participants can only have one qualitative variable in each attribute, thus the value of such attributes can also be set as: For example, the attribute ''Education level'' contains five variables, and the corresponding average performance of ''primary school'' is 0.58, ''secondary school'' is 029, ''high school'' is 0.37, ''undergraduate university'' is 0.43, and ''postgraduate university'' is 0.41. We can then sort these variables from 1 (secondary school), 2 (high school), 3 (postgraduate university), 4 (undergraduate university), to 5 (primary school). If a participant's education level is ''undergraduate university'', the value of this attribute can then be calculated to 4/5 = 0.8.
The performance scores involve all attributes in DR, and the weight of each attribute is set based on their effect on the performance. P(y) can be calculated as:
We use the attributes in IR and PI to calculate the initial scores, and the weight of each attribute is set based on their effect on the performance. I can be calculated as: 
A n
The attribute A with its index number n; 1 n t; and n 2 N (set of natural numbers)
Weight of the attribute A n in IR domain
Calculated value of the attribute A n ; V An ¼ 0; 1 ½ 
To establish if a correlation existed between initial scores and the performance scores, the results of each participant were graphed and a linear regression analysis calculated. Following this, W(ini) and W(per) were calculated. We use regression analysis to determine the relationship between the input data. The regression calculation determined the coefficients between the initial scores and the performance scores that would fit the data well. We then use the result of regression analysis to calculate the reputation scores. The participant's reputation score after the yth trial is:
Experiment and discussion
The aim of this experiment is to examine the importance of selected elements in affecting data reliability in Citizen Science projects. Previous research has shown that some critical elements such as age of volunteers can be used to determine an accurate initial reputation level. We also examine some elements which may influence data reliability in Citizen Science projects. These elements include personal information such as location and education and performance information such as the ability to recognize certain bird calls. Once the importance of selected elements is estimated, we can use them to calculate the reputation scores. The result can be used to improve the reliability of data in Citizen Science projects.
Experiment
In response to approximately 510 emailed requests for participation, 331 volunteers took part in the experiment. This experiment contains two parts. Participants were requested to complete a personal information form and self-assessment in the first part. In the second part, they were asked to answer different audio recognition questions in five trials. Each audio recognition question involved one targeted audio and three compared audios, and every audio contained one species call only. Participants need to choose one compared audio which they think the sound (or spectrum) of calling species is same as the targeted audio. Participants were requested to follow their natural behaviour to complete a personal information form and a selfassessment before they do the audio recognition questions in the following five trials. Answers from the self-assessment were converted into acceptable scores, and participants' scores in self-assessment were divided by total scores to let the value between 0 and 1. Since we found the calculated self-assessment scores in this experiment commonly distributed into six quantitative values (0.2, 0.267, 0.33, 0.4, 0.467, and 0.6), therefore we used these quantitative values to represent the contained variables for the attribute ''selfassessment''. The reputation calculation model and the index number for each attribute in this experiment are illustrated in Fig. 3 . In this experiment, we think ''Accuracy'' and ''Validity'' are equally important. Thus, we set W DR ðA 1 Þ ¼ 0:5 and W DR ðA 2 Þ ¼ 0:5 to get the performance scores. We selected seven attributes to calculate the initial scores, and the weight of each attribute is set based on their effect on the performance. We calculated the weights using principal component analysis which compares the best average performance result of the contained variable in each attribute to determine the weight of attributes. The weight of each attribute is shown in Fig. 4 , and the result was used to calculate the initial scores.
To establish if a correlation existed between initial scores and the performance scores of the first trial, the results of each participant were graphed and a linear regression analysis calculated. The visual inspection of the result demonstrated a rough positive correlation of the data (Fig. 5) .
Following this, W(ini) and W(per) were calculated. The weights are required to measure how well R(1) predicts P(2). We use regression analysis to determine the relationship between the input data. The regression calculation determined the coefficients between the variables that would fit the data well. Table 3 shows the numbers returned from regression:
To get the best weight for I and P(y) is meaningful. This is because the main purpose of this project expects the reputation scores to be representative of the actual performance result. Thus, we input WðiniÞ ¼ 0:1831 and WðperÞ ¼ 0:8169 into Eq. (1) to calculate each participant's reputation score:
PðkÞ:
By comparing the reputation scores with the performance of the next trial, it is possible to predict performance with an average of at least 89.8 % accuracy. This is a slight improvement over just taking last performance or average performance alone to predict the next performance of a participant. Results are shown in Tables 4, 5 and 6.
We found that using reputation to predict the performance of the next trial is much more accurate than using previous performance or average performance prediction.
Figures 4, 5, 6 and 7 show the prediction inaccuracy rate in this experiment.
Many Citizen Science projects recruit unknown participants (online recruitment) and such interaction generates many beneficial results. However, it also causes an unavoidable challenge for initializing the trust relationship. Currently in virtual environment, it is difficult to verify individual identities and their actions cannot be easily sanctioned. Although the initial information can be easily gathered while recruiting, some researchers think it is not useful and even distrust such information. Thus, many reputation systems do not make use of the initial information, but only take the targeted object's performance into account. However, the results in our experiment demonstrate that the consideration of initial information is meaningful and beneficial. In fact on average we predict a participant's performance with at least 89.8 % accuracy. This increases our confidence in the analysis the participants conduct. The more reputation-related information we hold, the more confidence we are able to place in our participants.
Initial Scores I
Performance Scores P(y) In our experiment, the audio records data for participants to annotate has already been tagged by ecologists. However, we may not always have enough ecologists to pre-process the audio records. Therefore, it is urgent to find a way to decide which species is calling in the audio record. In some Citizen Science projects, their reputation systems often use voting and rating systems to evaluate targeted objects. Those results are used to provide a consensus about the merit of targeted entities. If the amount of given viewpoints about the object is greater, then the Table 6 Comparison between performance score prediction approaches
Correctness of taking last performance alone to predict the next performance P(y -1) vs. P(y) accuracy of the valuation is presumed to be better. In this section, we compared this approach (consensus approach) with our designed approach (reputation weighting approach) to evaluate which approach can generate better results. We designed the reputation weighting approach to stress the correctness of answers given by participants. Consensus approach is to give all participants the same weight on their votes, but our approach takes reputation scores as the weighting factor. For example, suppose there are 10 participants to do the species recognition tasks and we have their reputation scores in hand. Four participants (with reputation scores 0.9, 0.8, 0.7, 0.7) think the targeted species is a kangaroo, 3 participants (with reputation scores 0.8, 0.5, 0.5) think it is a rat and 3 participants (with reputation scores 0.5, 0.6, 0.8) think it is a cat. With consensus approach, the targeted species will be assumed as a kangaroo because it is chosen by a group with the largest number of people (40 % participants). However, in our reputation-weighting approach the reputation scores must be taken into account. Below presents the calculation steps:
1. Get the score of each group 2. Calculate the sum of total scores (a) The sum of total: 3.1 ? 1.8 ? 1.9 = 6.8.
3. Get the reputation weighting percentage (the score of each group divided by the sum of total scores) (a) Kangaroo: 3.1/6.8 = 45.6 % (b) Rat: 1.8/6.8 = 26.5 % (c) Cat: 1.9/6.8 = 27.9 %.
4. Decide the answer by the reputation weighting percentage (a) 45.6 % is the highest, therefore the answer is assumed as a kangaroo.
There are five trials in the experiment, and we used the result of the first trial to calculate W(ini) and W(per). Therefore, trial 1 should not be used to evaluate. Each trial contains six targeted audio records, and we used all of them to do the evaluation test. Each audio recognition question contains five possible answers, which are compared audio (A), compared audio (B), compared audio (C), none of them (N) and don't know (D). The result of the evaluation test is graphed in Fig. 7 .
From the evaluation test, we found that three incorrect answers were generated by using the consensus approach.
Also, using our approach to predict the correct answer seems to perform better than using the consensus approach. These results can be used to prove that the reputationweighting approach is able to stress the correctness of answers given by participants in this experiment.
Discussion
Many Citizen Science projects recruit unknown participants (online recruitment) and such interaction generates many beneficial results. However, it also causes an unavoidable challenge for initialling the trust relationship. Currently, in virtual environment, it is difficult to verify individual identities and their actions cannot be easily sanctioned. Although the initial information can be easily gathered while recruiting, some researchers think it is not useful and even distrust such information. Therefore, many reputation systems do not make use of the initial information but only take the targeted object's performance into account. However, the results in our experiment demonstrate that the consideration of initial information is meaningful and beneficial. In fact, on average we predict a participant's performance with at least 89.8 % accuracy. This increases our confidence in the analysis the participants conduct.
Citizen Science is the concept that relies on recruiting participants to devote their time and skills to a science project. Participants may not have formal qualifications and are usually not experts in the targeted area. In this experiment, we can see participants did not perform well in the first trial. However, their performance was getting better after several times of the trial. We suspect that participants' recognition skills can improve when they keep doing similar tasks in our experiment. Engaging people to collect data, ask questions, and seek evidences for decision-making to support scientific research is the main aim of Citizen Science. However, participants' behaviours and the collected data are always questionable. It is necessary to seek a way to solve such issues and our designed reputation framework and measured approaches can provide great support. In our experiment, we used reputation scores to predict the next performance and to stress the correctness of answers given by participants. In addition, these approaches can be implemented in Citizen Science projects. When the campaign organizers commence to recruit participants, the prediction approach can generate great support on their decision-making. They can use the approach to predict participants' following performance and gain information about which participant has the most potential to collect or provide useful and reliable data. By holding such information, organizers can select the most suitable participants if the number of participants is limited. Using reputation as a weighting factor also has its potential. It can be used to increase the reliability by its trait-stressing the correctness of answers given by participants.
While analysing the experimental data, we detected a significant amount of variability. We suspect that by implementing the changes detailed below, this variability can be accounted for. Firstly, we recommend designing a dedicated testing for the acoustic annotation experiment. We found that the instructions were always not read or followed accurately by the participants. We suggest participants to read the instructions before contributing their recognition skills since the audio recognition task was generally hard for novices. Secondly, enabling the experiment to be completed progressively will allow the experiment to be more flexible and easier to complete in segments of smaller work. Lastly, providing a chronograph for participants might motivate their willingness (since competition) and we can then take efficiency into account. This manuscript conducted a relatively small study with few participants. We propose conducting the experiment with many more participants will reduce variability and provide better results. Due to the variability, we did not get the chance to use a lot of different information that can be collected from this experimental layout.
Conclusion
This manuscript covers wide range of literature, and identifies numerous gaps in the areas of reputation management in Citizen Science projects, such as issues of data quality and reliability, trust and reputation measurement, and initializing trust relationship, etc. Thus, there is a great potential for new research to fill such gaps. In particular, there is a severe lack of research into developing a reputation system in Citizen Science except security and access control domains. Although some reputation system-related research has been conducted, such research cannot be directly applied in Citizen Science projects due to its specific requirements. To the best of our knowledge, there have been a few related works of setting reputation systems in Citizen Science. However, they do not focus on finding the critical elements which may influence the performance. In fact, we have investigated and verified some elements in our experiments and such elements are really meaningful and useful in our designed reputation framework. Hence, we should be aware of such elements during developing and designing new reputation systems.
The manuscript describes the importance of reputation management in Citizen Science, and our research also designs a reputation framework and measured approaches to calculate the reputation scores. The designed reputation framework and measured approaches can generate reliable and useful initial scores which are able to initialize the trust relationship between participants and researchers. The experimental results also demonstrate that using our reputation framework and measured approaches to get the reputation scores can perform better than the approach used performance alone. Using the reputation scores to predict participants' performance can have at least 89.8 % accuracy. Also, using reputation as a weighting factor can perfectly get the correct answers and much more accurately than consensus approach in the experiment. That is, the data reliability can therefore be improved by using our reputation framework.
The results reported in this manuscript are derived from volunteers interested in contributing their abilities and time for the acoustic project, hence the conclusions are considered reliable. However, there are three limitations of our designed reputation framework. Firstly, participants are limited to a certain social group, and about 2.1 % participants did not give actual personal information even if they are willing to contribute in the experiment. In real world we may have more participants (including malicious participants) giving false personal information. Secondly, cross-trial learning effect did exist in our experiments, but we did not consider that participants' performance can improve by contributing to the audio tasks several times. Lastly, the difficulty level of each trial was not standardized and we did not take it into account in our experiments. Hence, it is necessary to consider these limitations when applying the designed reputation system. The evolution of measuring reputation is still continuing, and it is always reflected and influenced by the reality-not all people think of trust in the same way. In addition, if the repositories are having a lot of reputation information, it would generate more trustworthy recommendation to the community. Nonetheless, some competitions need to strive, such as the reputation information should be able to move from one community to another. As the reputation of members is updated based on their behaviour, trust information about the changes then can be transferred to reputation systems traversing larger communities. For instance, some communities use the local reputation system to estimate a new member's initial reputation. Also, the reputation information from one community can be used to update and adjust the reputation of a member in the targeted community, and it requires the member's identity to be recognized in both communities. Furthermore, transferring the reputation information may require the need for interchange criteria and ethical rules while requesting the release of trust information.
As a future work we would like to investigate the viability and application of this metric in real-world Citizen Science projects. Investigating different types of information which can generate subjective and objective support is Reputation modelling in Citizen Science 433 also a necessary future task; the more information that is made use of, the more support the reputation score can provide. In our opinion, the work done in this manuscript is worth investigating in a similar and larger scale experiment. We believe better results will be observed by increasing sample size, improving the experiment design and incorporating the outcomes we introduced.
